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(199 o1y 31 Byl (50300 b 0 gmw 49 Cand)

(Encryption Data) : lsls ¢ 108 54, .1
5 o2 g  SNIFF 51 6,8 sl 5 DS 5 5 o ool Jlal S 4 5L s i€ o7 shailes
3l o SSH  eslizad

(Data Integrity) Lasls Ko LSS (owy 2
e;¥ 5L o Lde Jlus Insertion and Replay Attacks s 4l | S S s Gl Sl oy
replay attacks <> I Ll s o5 Session ID i estizul O bs osls (5,108 50, Conl S5 w,
ai by Sl Jlol e 53 eSS 6 A BLS1 b ol STy 5 ) 55 a5 1S (6,8
syl o e 4 oS ST ad sle ) o 53 (ol sl S de £ 55 al 53 S (S5l
SSH ()l &Sl 5 Lot ol sl oelie L s 03 5ai ) sile 1) S dmis 2y & Keylogger
Bad o odd (ul Lol gle ST 4 g

(Compression) : sl o3 ,26 Ll .3
S o LI 3 L8 ol 45 LS a3 23 1) Il Sl ¢ 5,5 5ay podhe S5, ol
g Aol Aok Lo

(Prevent Impersonation of host) : Jx> ;5 4 Jlas! s 4
Slastio b ondle & 81 53,5 (0 Sppo (i Sugp 3 4 Jlatl o8 SSH il & s
338 o 3 oyl 1y LSWL Ly oS Sbjme Ol wsl a8 8 15 S s 3 g
b3 o 30 Ao 4 das £ 5 opl el AL Ol ST pl TeINet oo 5 (00 gls JST 55
.(Man-In-The-Middle-Attack or MITM Attack) .c..!

(Log Access) : Ll <SY 5
53 lse 53 DG ol 048 b Lsls 1y s oG Y ags aul b Ous Jleb L2 b Jled O1I SSH
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ok 4 S S a1, (SAE Sl e e s sla a4 5,0 15 Sl ol SSH
354 o oslizal eaTunneling (sl ; <ok ol 5l CCA ~ Port Forwarding
r-Command « ¢ su g0 gladialS 03 55 50 7

o5 55 3l e Olsie 45,05 5525 SSH s r-Command « ¢ 5 5 sladnels” SUss ples

skywanl13@localhost ~]$ ssh userx@x.x.x.x date
:ssh userx@x.x.x.x 's password

Tue Sep 21 18:11:28 IRDT 2014
Jf)’ﬁjﬁw‘qufJwaj&ﬁ’\idM"ﬁ)ﬁgﬁ.‘@‘)&u"j‘)l;j"ﬁw
@‘OM;":,AKQLMA)QBJJK

Openssh w g gw (5301 ol y § wucd

ST 5 e 355 g0 ol oo R o2 Olej 53 OPENSSh ey (23 Sy IS5 4 Losas
Co o SSH g Lo 5 503 S enlizal (6l S b6 &K 51 95 ez sy &K 51 o 5> SCP 5 SSh
.:;@InternetpuM@swcug!ob:@&!,A{!JSSH 9 TPM (Gla ans. sl o
35 el 536 Lk O )3 457 el SSNLCOM Syl s g ol 40 b 52 o0 (6o s 4 g o o 02 5 s
50T pin oS Jlals” 35k 5l s g ol ST a5 () 4 5 SSH s 5 e ()l b 5 (ol (sl e
L yats Ol p)lS ciomas .Gl oslizul 5 ags |5 L$:>1,‘\{J~:;debianJ,,d;;,.tguag.;,«:,wsapt-get S5
Ola 5 ST Sy &t (1l B e Doge 4 N pa WS (i |y d ol L3I e YUM 1 eslized
&S 5SSy L SSh 555500 GLISSH ST, 4 JS 5k 4 08 55 U5~ LSSH s i S 52
sls =SS SSH &Mﬂij@ui:g-éﬁ)@)‘f‘\euﬂ#JW‘LS‘ﬁSJﬁ@@f%%w)ﬁ‘(j#
Ao Ll s Sl 5l Sy g a0 lp el !l YUM Sl eslizul &y g s <57 ol OpenSSL  zlib

Jj&dno)b‘lnltJEQJSSH
LS A QUETY (s 51 5 5523 L1 087 Jol Olalol OpENSSh 2 03 51 i 1 L 12
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#rpm -ga | grep openssh

:ﬁf@asmlyumj‘openSShMQ@#&L&JJLQBWJ:cQ:}é%Q)yJ:
#yum —y install openssh
oged LI 3 b sl o s s (535 2 OPENSSH S LT 87 1S Jol Ol b ¢ i 1
LS s QUETY (e 5 5
#rpm -ga | grep openssh
LS or S 1y ol 0k bl 0T 3 g e ) (1o B 487 oo s 5 o 4 Ls 25 523 b s
#rpm -gl openssh
:ﬁ)}TdﬂwJ‘l{w‘jﬂ&.‘@g’})jﬁ))‘)rjy&:)bw‘rh)j;w)d‘pj
#rpm -gi openssh
Pib e glarunlevel w55 087 o jaseie chkeonfig | zas b e
#chkconfig openssh on
:m;fdresetbw,ﬂg;ﬂ,;,

#service sshd restart

P T o fage 2S5 93 01 €T Lph (or e e (695 =S5 Ll OPENSSh s L1 S
openssh-server openssh-client

oS 5 LS 5 s n Co,b 93 8 55 5 el G55 ST ST ¢ SSH s i ST shailea

Bpd g oY slpan S b
S Lb/home/user/.ssh/ s )5 oS 23 CuNS Gy 5 /€TC/SSh/ s 53 55 0 s s
global Glebs ) a5 555 o oslinwl SSH 5w su S sl fete/ssh/ e lehl 1. 558 Jles!
Sy et (o pla] /home/user/.ssh/ ;5 & 1, bl 355 o Jlasl Loy 5 oS aen 4 5 03y
5L elocal goas Jlasl CudS e 53 Lo 5 Sl SCP 5SSH (glaels” 5 Shes 3313 415 56 Cos

Q}-‘Jﬁﬁ‘?q%w&wMwabﬁj‘gﬁbJJﬂWQW‘v\b‘Aju.ed“)é
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Jetc/ssh 40 99290 sd b1 wyy

zo5 250061 o jege S 3503515 USG5 cpl sl w051 5 s Sy sl B (5058 205 ) 25 5o
RGOV P 2P

sshd _config

ssh _config

ssh _host_key

ssh _host_dsa_key
ssh _host_rsa_key
Moduli

o5 o 6 Sy 1 SSH s BBl b ol (5558 205 cpl BB o ege JB ol 1SShd_config
Ssh o desl b)) aen sexgpglobal L6 ol Slades

4 oS Jlesl 15 B ) 53 510,85 o 515 e S 5550 S ledS™ B I L ssh_config
Bsh pdlella,g den

P O P P [ S ﬁuﬁ‘}‘ Sasl o K 05,5 SSH Al Ll opt:ssh _host_key
LS

ssh _host_dsa_key
ssh _host_rsa_key
LS e oslizul (545 ey 51 pASA 5TSA (slgan ;SN 5148 disl 02 05,5 SSH IS s L6 -y

.:;@)\}&BJ\JA:_yi:dnnu,»\&:éjbwu%lfuj\.MJAth el : Moduli
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SSH i gy (59 s

AT oled 5158 gl (sl 3152 (o0 SSH g (5 S b6 (slgmend ) (oo g 15 0 Ceand ) 53
S ¢ - man sshd_conf e s cal sl

Port 445

Joo (sl ods e lid Dy G b S cled (e 4 3585 e (3131 W5 ST bl Sloj o a1y e listen
RS g S 53 gl sl 125 03,5 O e sl (6 6K B OIS o 1 pl ST oSy
B2 5l Netstat s L .kyls s 55 cdited SSN s g e sl 2t o 53 05571 o S ols Oy
# netstat -an| grep 435 S fool Oliabl a4l ple Lo OT 05 g oslizal

AddressFamily any
A8 Slaiy IP O s 4 51 aS Sl cplodilS adeine Lot opl ldas bl azils Hlue 4w Ll 5 o Lo oyl
tls ol pslas
Ll B 05,55 IP oS aseiniinet
sl B 05,5 IP suiS” j2sein 1iNt6

A8 wleis [P 05, 95 a5l sw zaNY

LitenAddress 192.168.1.1
S o8 ol bnt) 3 Aas (oo Bl ojlarl 5 AT e 15 Lbol WIP el b 5 ek sk 4 Ssh

ListenAddress : :
M}LSA‘JMGAA‘E:-@‘)‘M6 Q‘;‘)jlp).}

www.takbook.com



www.takbook.com

10

HostKey /etc/ssh/ssh_host rsa_key
HostKey /etc/ssh/ssh_host_dsa_key

W U s ol s 585 4 (5L 4l T 08T e me |, ASA 518D (Gl ST s L T 5l L

KeyRegenerationinterval 1h
C)M}\U..«\Su.n:..X:mu\:.!}}'b)‘gf.o&onM@j&uw@bdgiﬁff&ﬁ))bMSSHij.o

&S (5,8 do 02,83 3L 5 Capture data

ServerkeyBits 2048
&j)j@‘ﬂ;%%&‘&‘f&@‘@floz4 fﬁ&)}bbouu\:}};&)&f‘)éuwd#

55 ks 2048

SyslogFacility AUTHPRIV
355 o3 AS 3,505 55 5y 0332 5 03,5 5SS Y s 4SSh LS (68 a 108w aseia bt

LoglLevel INFO

PermitRootLogin no
ujf Ol Slejlel opl WL &S 5,05 15 ssh 5 b 5I Remote access ol root 55 55 i &g 4

.ﬁ;@owbok\@\noom,bsp.;},:
LoginGreaceTime 2m
30585 a3t 120 5,05 jlastl 4o 1y (:SY dmis 5035 )15, S€SSION & CuISUS o adedio Ol oyl

W)QMyQT&gKMkQ‘)}PGMJB‘QMd“)J;‘%L«.ﬁj&)}ﬁ@)%Ubb)M‘)‘)ﬁ

Sy gr dtay S
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MAXAuthTrise 6
‘)&ggw;‘g‘)‘b;&wssr\cu\S.)J‘jaLLl‘b.))wﬁjAG6))}1&}&:{&)%4;;‘

Allow and Deny
Allow Users
Deny Users
Allow Groups
Deny Groups

SaS (895655 58h 0T a4 55 55 0Lay5 s 5l eslizal L Wil o bayig ol (53 i Sl 5o
ﬂTcﬁ\nglq-JAV\il{mS:jw\)\@JTLSMJ:.«:Alia:\:\JSShgwjzwsajlq-\shjjfli)}ﬁm.mﬁ\ﬁ
‘)¢ﬁf&uwﬂ%1ﬁ,>,\,4\?\,\?G:.ﬁgﬁg,ag;g,‘,ﬁj‘t,\?\,ua,ﬁju,;ﬁcugu

.r.:lf.))‘j

AuthorizedkeysFiles  .ssh/authorized_keys
)jﬁ JA Home 6)}25;1‘.) XD B 4§ Jﬁf LSA )\JS obu:..w‘ JJ}A keybase LSJA U‘"'J}‘ C;.@b- Jﬂb U'.’-‘

PasswordAuthentication yes
PubkeyAuthentication yes

Lol e Keybase ol s Jiis 4 Password ol e e, g Lo a5l g5 9 SSH s
DA g3 b g sy el 1) e GBI dol b Sl 35y g5 Sl B8 e Zase B
AST o dle LIS bl oy e

PermitEmptyPassword no
NO i1y L cpl Hldie ola ST o 25 o8N 31 (6,8 glo (gl s 35 gm sTyls LT 51 oam

.v.:.ﬁ) LS‘)‘J';
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UsePam yes or no
w8 ol 05,8 Jlé ass o J S tep_wrapper s Pam ol M;&A,g Lug Llg »SSH s
3y505 25 BB AL Sy ol 534S 5,8 ) 5PAM Hlistl Cos e g ol el J 287 355 0 Easl
J =S 5,4 tcp_wrapper (aj':i&a b ool 51 4 /etc/security/access.conf o3 3 o S
oS K 1, fetc/host.allow L6 wb s, 3
w,ﬂtwwﬁa!ﬁﬁ.ﬁ;,‘;w\bJM\JL@;TL;L“;M,v\ipwg}iu,nﬁwm;ﬁ%
.V:Shsmsmﬁ Ol sws ol 5l s 5s o0 J S tCP_Wrapper L. g

H#whereis sshd
#ldd /usr/sbin/sshd

Cnd y 523 cpl g s o Ol |y AT o enlizal OT I eo g o ¢S5 &S Sl Josle les 1dd sz
A Ll lIbwarrp.so Jsjle ¢ (s 5 53 odd 033 OLis Jile s g s 0 OLE |y SSHA (gls J 5L ples

3 shn J S TCP_Wrapper L g s il azdls |y dodle opl S o g

Accept ENV
Sl 1y SN gy T 05 S EXpOrt ojl-1SSh 5w a8 das s Ol 1) o e Syl oy

X11Forwarding vyes

51@.m56%,<z‘,,,ﬁﬁ\ﬂ§g\fg)yQSSH),ﬁgduu@uv\“@uw,o&!w
S lyls o 1S eslital Gl gies 5 olS o bl ¢ gt or e S (St dmbo &S L Lo ¢ L]
JsuS Sy 5203 ol . S€LUP , reonf , system-config-network &ii,szws Jro dites Kol S Lo

250 N0 35 5 8 ol Gl iy S a | s Sy 1y ol (SIS
Banner /etc/ssh/banner

&L«JMJ&“‘SSH A{)J'ﬁjhJLAJ‘é}.ﬂ).}uﬁ))‘}oﬁﬁgM)JjoJ;@‘}@%ﬁ‘j@

Al s
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Printmotd yes
L OT Jlasl @se 53 b 31> )15 /6C/MOtd s 15 5 (m1b (ol Ol (o LELYES Ll L oyl S

e il

Protocol 2
ol 51 ol ge s Ly CawlMitm b g o ds T (glyln 1 0555 b 02 51 05,5 55 slyls Ssh

S g oslaul

ClientAlivelnterval 600
ClientAliveCountMax 0
Sthes 5 Bl gl ol T, - ;! G 5,8 sbwl layje ol Idle TimeOut &Jl- S ol &

.swdwo&A@!#;,yﬁ;uﬁ,byd!o:;éu!lf;),:,)'ﬁﬁLogoutg;l{;ﬁisgjﬂ

HostBasedAuthentication no
LS S a4 3 (6,805 Ceala 4 sl o B3 Cenla Sl 5 G sl b (Ss opl oS 556

IgnoreRhosts yes
Al azils w23 . FNOSES 5.ShOStS (sla sl & Al g5 a5 598 oo Esl o 1 055 Jlnd

g_s‘ﬁ"b)b‘J"}"y‘&)jfj.’.bf4"g_s.’.LALSJJKﬁ‘J“wJ;“JQ&"LA))ﬁL}’JBL}:‘ﬁdBJQ‘cg"
41\{.;’ "y @L& JALF V.:M:MJ‘ oslazwl la s ‘u\:i o e bln,etC, ALole L_S.’.LA LSJJSJ:’.‘J @ u\.u‘j}'

35S el bye S s 53 1,55h 0l e rssh sl o4050 L 5 dzes chroot
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A 30 o gl SO @ Jlail g ssh 1 ookt

¢S cos SSH g S L K s s mdle o 4 Il g .l tEINet 4 Ly SSh 1 etz
o las m}ﬂ&@d@‘%db&g—w‘)bﬁfdaJW‘—l @5‘5.“‘)‘ UT'-":'LA QT‘)‘ a‘ﬂ)j‘)lf
v—,’.)bﬁg_;“'é"Tg_s‘“‘)j“6°M5b‘SSH

ﬁ-}‘xdﬁg}‘&h&;’): 19216811 jﬁgbrootj)lf@d'ouf U‘-’-‘J‘ aJLR;'.wH;

#ssh 192.168.1.1

:m;fuusw\vg}:dﬁ;&uqwé;urg;vwbdw‘d‘ﬁgﬁﬁ&i@w‘ﬁ;wu

#ssh -l ali192.168.1.1
#ssh ali@192.168.1.1

o M i K8 ks B8 s s plonil 1) LOBIN Slles 22 &y 51 b o S50 gttt S5

s

#ssh -P435ali@192.168.1.1

Ll 1) Lyls K315 Ls S system-config-network wsbe i szws « il fle S So5e 50

DS (s 02l =X o g Sl @S

#ssh -X ali@192.168.1.1
ol 5L 55 Hlats & (ST e 1B SSN Ll (655 e b (S 5 S DIST 5y b 5147 (sl 45 e sl 5o
.xf:,g,gfaiiuwL;,,ﬁm?'d&m,,ﬂswm‘ﬁougm;
,tfwgﬁ.@‘&.:L;uwj\éjnpw‘;@ﬁ\,w,,g,:wsshqt?gu&u\d(i
Msﬁ,tfgiiﬁ;dm,;.mmﬂjssshoujsg;wﬁ‘&:,;;u?eiunwm:,you;cw‘dats
yuname -a ol 3,8 ol gl oS 5,0 5 192.168.1.1 sslias s g, S355 5 35750 J5S a5uud s 55
P T 000 sl 0 0T g 5 aloBD 5 ST o | ol olids e g (595

#ssh ali@192.168.1.1 "uname -a"
Linux yadi 2.6.8-1.521 #1 Mon Aug 10:10:17 EDT 2004 i686 i686 i386
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ssh Client &
o 15 ssh client Slebs cal s o 4L sl 5, SSH e b s ¢ 5T Sl Cad ol s
‘ﬁcxf"b&%‘ﬁ@r‘@%‘ﬁﬁ@;}@@%ukuﬂ&#%héikj‘)‘e&)‘é‘x“f@bj-mf
aiugjuoﬁ;sg:,@?@w\j;,;ou;wﬁ.;;ﬁ!yugﬁbgw:somuumwbj
RSA S0 0TSt L oS oS (0 5L 55 Oles s 5 5lS” (655 2 buite 59, SSN ¢ plulid (slauldST 51 s
Ly asy o .;ﬁdgngLocaIWL;”ﬁ@\m),ﬁ Public .JS” ol «5" key fingerprint

PSS odalin S5 8 5 5
:u\:.lf&}l..woj::'-:)db)

#ssh 192.168.1.1

The authenticaty of host 192.168.1.1 (192.168.1.1)' can't be established
RSA key fingerprint is 5d:d2:f5:21:fa:07:64:0d:63:1b:3b:ee:a6:58:58:bb

Are you sure you want to continue connecting (yes/no)? Yes

Warning : Permanently added '192.168.1.1' (RSA) to the list of known hosts.
root@192.168.1.1' password

Last login: The Nov 13 11:17:36 2014 from 192.168.1.1

No mail

w“):)}&dcﬁ:@‘ﬁwuﬁdgf.KSSh rugé‘ﬁﬁ:‘):ﬁ)l{home LSJj:fJ;’.")"'\:l{Cﬁ.‘
A T 4 b aS" Sl olay s Public gls wlS™ (g5l 45 5,05 5 55 s known_host pla bl asy
.r.i‘o:‘}

w03 S K5, 1, Sledbl is = private Key s 55, 51 z3L,s public key L local v;M:Mssh
ks a8 0T L 5 Cewl 55 ,m Privkey o wlS™ oS dilas J&8 2o 55,0 PUbKEY .LS™ o Jlayl 55, S
NN PPN

2515 53 1P b 5 oS i s dome (SEIVET SSN) 55 (555 2 1SS s b g ol ot S
s 5 5slS kNOWN_hosts s ol 6,53 GdldS L 5 m S 3 odd 5 pub lauls” RS
pliy )l 5 odis 130 sam 5 NS o SSh DLyl oy cpl 515 Sodls dial i Gillas 05,8 g
ui“slw‘w}j&‘_snob‘.bj‘muﬁ&ib)‘M)}jdk}‘debgw@@lﬂ)}ﬁJ@b&b

@‘%%&j‘)jJ?yDUbwb)jﬂDUbwd‘Mru\&crL&
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ssheaas 9 sl ol fl*f“

#ssh ali@192.168.1.1

@EREEEEEEEEEEEEOEAEEEAVEALERELEE@@@
@ WARNING: REMOTE HOST IDENTIFICATION HAS CHANGED @

@EEEEEEEEEEEEEWEAEEEALEALELERE@A@@@
IT IS POSSIBLE THAT SOMEONE IS DOING SOMETHING NASTY

Someone could be eavesdropping on you right now (man-in-the-middle-attack)

It is also possible that the RSA host key has just been changed

The fingerprint for the RSA key sent by the remote host is
d:d2:f5:21:fa:07:64:0d:63:1b:3b:ee:a6:58:bb5

Please contact your system administrator

Add correct host key in /root/.ssh/known_hosts:2

RSA host key for 192.168.1.10 has changed and you have requested strict checking
Host key verification failed

SISl 550 1D i Ug g ol i b s e doms i 3 4 0Ly S5 45T A5l Olabl S
S Ol 0T 5115 SSh eias g (8 IS 4 bgy e bshs 5055 (0l 51, known_host: -l
B 53 L AT (G5l 0,53 se sl Idome SSN slias g e 4 sdome Jlail b ST ol 51 ey
JSKis 05l SS g a0 b e ()8 Sl g ol 515 ST o 2L ,5 ~/.SSh/known_hosts
Ok known_host L6 55 0T o 53 5 it WS 55605 L LeudS™ Sl shes pds O g i Aal 5 ol

s o3 knOWN_host L6 ;s pub wuS™ gl g ¢ 5 m o b Ll Gl a0 .cmlots §
v\iv\?t}iueiiqknown_hostJ&o;,;jib\@T;!émﬁwuﬂvﬁl{bpub.L,lf};v:g!ﬁfl

-V:;{g‘Wuﬂr‘“l{‘)}’oniﬁJ}:‘”’b}:m‘”;J}&
# diff filel file2
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ssh Client (g3lw1 of y 9 wuad
Ll 38 oM 5 Y L OT (sla bl ol o8 ol (5Ll 130 5 oSS SSh s i€ ST ailes
o2 S s lgdS o SSh 51 eslizal Cgam 14 13,105 1, SSH (sla Cus gdmes 5 05 5 01, OpPENSSh auy
544 o 03lizul OpPENSSh ;i
QUEry ot 51 55 ssws b I (87 fols Dbl openssh-clients CSV O35 e I bl
:(".’J.‘-fLSA
#rpm -ga | grep openssh-clients

LS r eslizal yUM | openssh-clients cua Cgx Cas, gl (s 33 ¢ 03 958l o) 300 5
#yum —y install openssh-clients
s LI 5 b S odkd o s (535 2 OpENSSh =SS LT & 08 fol Oliabsl b ¢ i S
LS o QUETY (e 5 5
#rpm -ga | grep openssh
LS or S 1y ol 0k b 0T 3 g ) (1o B 487 oo s 5 o 4 Ls o5 523 b s
#rpm -gl openssh-clients
:V.i”TLSAC_,M.:@mjf»@!@&s)y):!)erQb)\b‘rA)P:d\Qj
#rpm -qgi openssh-clients
sl de glarunlevel 4 55 (S o jaseis chkeonfig ) sus b e
#chkconfig sshd on

oSl (sl 1y SIS Lol iy 2SS 0T 4y sl gy LIS oS ool s v Sl SSH. 5 K
a3 SSh Client guw S b6 S oslinal s (55 iy O Slakss & (55, 1 Ll b oiSe
s AL 922 Sy s, SSh r_.i.a S s b Ll 4o 5 .s4ls 415 /etc/ssh/ssh_config

Al as, listen - 4 o Ko

#netstat -ntpl | grep 22
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ssh Client 40 8 ygwd cygu b3y 31 solaiu!
&YQL{»\ ‘gw‘(}y%ﬁ‘&QGJJJ‘FLSL“M‘)F-’)‘LS‘4“}*—?“6‘;’."6‘){65)‘}‘)5
5oy ) = 5 oLl Osan S by il wils jge adS 055 3 0y 09 1, SCP 5 b 5l LB os 8

Cosn Al 5 g5 ol oS 20l Lusr Bl S 63550 el 55 e Ll 3l o 5 Lo 5 ) 5y
544 «if Key Base Authentication

)K‘)‘lij‘)j.&wo&&&u&‘jd‘ﬁﬁjf@#w?‘)YSSh m}ﬂ)bd&ﬁ'w‘)‘o.)ma-" QLAJ))
oS (Bre s |y BLi g ol LIS L L s ST e S )

03,5 Aol 1y KaK ols s i ) SladS ol KU 4 5 Ll g5 3 s okids pas g e aleg s
LSJ;)KUM&.‘UG&JL»JQ&A‘6@‘&‘))‘33?‘5&‘9)“‘)36@*&‘&)&)‘Jﬂbﬁ)dbu
AL ol et ot 05 8708 (gl 455,87 o Spge 8 0L 03 S 35 b 5 s 55,
« SSH 4.1.byjn6j)l§uLM>QMJb@)ﬂ)bb‘éb)@‘))ﬂ)b@ﬁbﬁ6j)l§L§LAuLm>
AEL s (s (2 e (ST 5 558 Jlas! OB

03 S ey sss> Privkey s s, pubkey L1, Sledbl s csb s 1y 55 . pubkey ¢ CoMS sl sy o
,ag;.\g):privkey&}pubkey&%%&.M:dcwbywu&&,,wﬁw
Sl p s 36 B3 g cpl 53 AL 555 odge 4 bylS ples b diSCs 5T S5m0 555 2 1, PUbkey
)KL}:‘or@ﬁj).}.ﬁ‘)OJ‘))‘})}ﬂéﬁ)ﬁGQ‘éwu))ﬂ&é))b))ﬂﬁﬁﬁu@‘ﬁ‘
.Qw‘oﬁo)‘)c&j&lf)jbé\{
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wulS adgi g ssh Client s Sy

4l 3553 050ty SSH 0,5 sy e 40 5 5alS 65 0357 ks g T ol pp g 4 bl
Jlsl %%Mgs‘jjﬁéﬁdas‘: o alsl y3 a8 Jol,e 9 Ol giws Vij‘°ﬁg9‘°}*j‘ rl:u‘ 58
sLael I, dsa v;wjiﬂji 355 o0 oslizel dSa 5 rsa ﬁ)ﬂ‘,;j\@f,@}: &l Ssh js 558
‘asﬁjs@,wdsa .;,\;gﬁ,lfL;,lisJu)L;!va.a,gjl:ﬁa;;u.a\@ﬁrarsa Lol 358 o0 oslital Jlisw s
i 02 AL e sy (6 R el 31088 4 Lol 503 SASTSA s 315 (55 oS el Js
Ll 152 42, S S A 5 sl 5

Gl ) s PV 5 PUbalS ol o8 SSH (K50, IS i oK WS sd DS s Tl 1
Olejp o IS al S o sl 6355 eslial b 6 035 oS g OT 5l Sl I3 & )5 Sl
Sl 503 45 Glo3 AT 33 ol ok 033 DL 5 3 OT ploni] o S 3,5 2,50 ssh-keygen
Lol ¢ iSOl 1y (sl 4alS” pmam 5 cdons HL25 1 ENEr WS g5 508 o Lok 1) s 4alST S5 0557 5
okd U 5 ST LS 4T (G e 2 52 ST 083 5 S S ee IS A5 Sl dm 1) OT 2 5y Ol 5 (0 P g s
:..\:Soﬁ}.i.sshuﬁ)s‘)uwsﬁ@w):oﬁdnoksww)s

#cd /home/skywani3/.ssh

#ssh-keygen —b 2048

# ssh-keygen

Generating public/private dsa key pair

Enter file in which to save the key:(root/.ssh/id_dsa/)

Enter passphrase (emty for no passphrase):

Enter same passphrase again:

Your identification has been savd in.root/ .ssh.id_rsa
Your public key has been saved in.root/ .ssh/id_rsa.pub/
The key fingerprint is: :73:59:83:96:93:4a:50:33:aal

f)ls‘;l:-b\.&)‘SSh uﬁ)Donﬁﬁ-b 6)&}#} le.&-l:lfﬁb..byjﬁ 6&&&)\5&&” rLJ|j\v\a{2
oo 4l S 2l e 0dind g e LS Sl o gas IS Ol e 4 1d_dSa.pub LB .Lsd 0,53 gl
Do b S Wy J>|f¢w1j\4a{.>ﬂf@)1js o3\izul 55 50 PIIV ulS” Ol g2e 4 1d_T82 16 5 0552
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decpjﬂéb‘Jéﬁ’\{.QJ}‘pw‘QJ}‘P‘U"\il‘d&:"d‘ﬁs@ﬂ‘J°M¢"LﬂplIb“\:1§‘jh’3)}"

DS r Jae B )0 50wy
#cd /home/skywan13/.ssh
#scp id_rsa.pub h.tohid@192.168.1.1:/home/h.tohid/.ssh

255 (oo o g S g g O g S ol odd (ST AST ol 51 sk ar ilegly el 55w 4 L - 3
J=1s 1, id_rsa.pub b (gl s sl 55 ,m 055 llas sl 105G o L pubkey ¢ oui S L6«
Al o BB gl 5l kil a5 e PUD GlaldS s 23 )l authorized_keys ela s L
#cat id_rsa.pub > authorized keys
Ls;&iml{yesL,h;,sﬁjfi.magﬁxbﬁjbp“mSSH LSJ%Jg:;JiBJJ‘)‘)jﬂJJJil{W
A3 oo 5 el ST DL gy ool usa (81l eSlarl 3 sy Gi b Sl er 5 ST G b S es 55 s

#vi /[etc/ssh/sshd_config
PubkeyAuthentication yes
Password Authentication no
RSAAuthentication yes
#service sshd restart

J:ﬁ)lﬂSm;fnu:.wljlf@!L;‘J{Ji,'u:mj!scpj\a;u:.w\L;l?gdgéiﬁ v.:;bsdor.@.o 4&
o .=> authorized_keys ULy ods (S bl s ,m 5o s spll |y (S Joe S Slej 15 0 Sl
QSShb.4§C,.m:5szl:.sjiié‘uU‘MJLgc)‘J.;.SSh/ﬁﬁ)b}#J‘)}e)‘}ﬁéjffﬁb)bb‘-}iujaa;

225,13 authorized_keys |6 05,5 1,id_rsa.pub 6 ol g goas Juog b 5550 5

#ssh-copy-id -i ~/.ssh/id_rsa.pub h.tohid@192.168.1.1

LA B e OT @ (polamstl 3 sm 5 @ile (o 15 ST 487 Sloj 5o ey Sl sl gl ol (o0
J;H.;J.A?)c.,\.:..ial{yes&LK&GJJaMugﬁTj:ﬁ;‘..:ﬁJ\iQ)yw|Aiyjsliﬁ)lfg;i}a

S B N L T T g BT FIE P - L K0 Y SN W P P S P oo
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|25 A8l 5 (a3 3y dbgrye sig 31 LS BTSN Glus &7 LIS a ol Sl g m G ol plesT L
3 gign plowil WIS bl 5y sa S

:ssh Client s ol (ol Ol ) gz 5 ls v.:.a\_?- Sloybss $y9,0 o

Local System:

#cd /home/skywani3/.ssh

#ssh-keygen -t rsa -b 2048

#scp id_rsa.pub h.tohid@192.168.1.1:/home/h.tohid/.ssh
#ssh h.tohid@192.168.1.1

or

#ssh-copy-id -i ~/.ssh/id _rsa.pub h.tohid@192.168.1.1

Remote System :

#cd /home/h.tohid/.ssh

#cat id_rsa.pub > authorized keys
#vi /[etc/ssh/sshd_config
PubkeyAuthentication yes

Password Authentication no
RSAAuthentication yes

#service sshd restart

L 63,8 OIS
13,5 Cash CodS gt 695 215 S 555y Ll 5 (o0 5 s b ]
#ssh-add
Pl 3 g ge (G e SIS s (5 p R (o OLES s ol 2
#ssh-add -
P S SL Iy Cash j s ol s 3
#ssh-add -d

WS@°JW‘J§&‘8JL§‘J’J€,‘))}L‘3)‘JJJMbSSh‘LUJ‘QMJ‘}jQ)yJJ 4
#ssh -vwv h.tohid@192.168.1.1
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T o o Sl o Ll gl J1 s L8 ~» OpenSSH server oy Wil g oo LS S5
openssh server Wiy o dsé foy oaie o o b & dal = ks 5 &5 remote login

PSSl e 505 51y

#chkconfig sshd off
#yum erase openssh-server
#netstat -ntlp | grep 22

t &b

Co il s odd e 48 e Cllas
LPIC2 sRHCE (gls o553 fuab
Openssh Lol

centos.org <.l
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